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Abstract—There are two conventional methods to establish an
entanglement connection in a Quantum Data Network (QDN).
One is to create single-hop entanglement links first and then
connect them with quantum swapping, and the other is for-
warding one of the entangled photons from one end to the
other via all-optical switching at intermediate nodes to directly
establish an entanglement connection. Since a photon is easy to
be lost during a long distance transmission, all existing works are
adopting the former method. However, in a room size network,
the success probability of delivering a photon across multiple
links via all-optical switching is not that low. In addition, with
an all-optical switching technique, we can save quantum memory
at the intermediate nodes. Accordingly, we are expecting to es-
tablish significantly more entanglement connections with limited
quantum resources by first creating entanglement segments, each
spanning multiple quantum links, using all-optical switching, and
then connecting them with quantum swapping.

In this paper, we design SEE, a Segmented Entanglement
Establishment approach that seamlessly integrates quantum
swapping and all-optical switching to maximize quantum network
throughput. SEE first creates entanglement segments over one
or multiple quantum links with all-optical switching, and then
connect them with quantum swapping. It is clear that an entan-
glement link is only a special entanglement segment. Accordingly,
SEE can theoretically outperform conventional entanglement link
based approaches. Large scale simulations show that SEE can
achieve up to 100.00% larger throughput compared with the
state-of-the-art entanglement link based approach, i.e., REPS.

I. INTRODUCTION

Quantum networks have been proposed for many decades
in order to support highly secure communications [1]-[6]. The
main function of conventional quantum networks is to support
quantum key distribution (QKD), which is used to establish a
shared encryption key between two (classical) computers. In a
QKD network, the information is still carried by classic bits.
However, with the development of quantum computing, we
need to network multiple quantum computers and build a large
quantum computing system. To this end, we have to transmit
the quantum states without measuring and transferring them
into classic data bits. The QKD networks are not adequate for
this purpose. To transmit the data quantum bits (called qubits),
which carry the quantum state information to be delivered, we
need to build Quantum Data Networks (QDNs).
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In a QDN, a number of quantum nodes, each serving as
a source (Alice), destination (Bob) or quantum repeater, are
interconnected with quantum links, which are fibers or free-
space optical links. Each quantum node has some quantum
memory to store qubits, and each quantum link carries quan-
tum channels (e.g., wavelengths) that can be used to deliver
qubits from one of its end to the other. Since a data qubit is
likely to be lost if it were to be transmitted over one or more
channels, and moreover, the qubit cannot be simply copied
by Alice for retransmission once it is lost due to the no-
cloning theory [7], the prevailing approach used in a quantum
network is to establish an entanglement connection between
Alice and Bob, and then use an approach unique to quantum
communication known as feleportation to transfer the quantum
state information carried by the data qubit from Alice to Bob.
Since an entanglement connection can be used to teleport one
and only one data qubit, to achieve a high-throughput QDN,
we should maximize the number of entanglement connections
that can be established with the limited quantum resources.

To establish an entanglement connection between Alice and
Bob who are not directly connected with each other, the
conventional way is to connect multiple entanglement links.
More specifically, we will first figure out a physical path
from Alice to Bob. Then, over each link between every two
physically adjacent quantum nodes along this path, a Bell pair
of photons are generated and distributed to the two end nodes
to create an entanglement link. As a result, there will be an
entanglement path consisting of entanglement links from Alice
to Bob. Along this entanglement path, Alice holds one qubit
of a Bell pair and Bob holds a qubit of another Bell pair,
while each repeater along the path holds two qubits, belonging
to two different Bell pairs. At last, intermediate quantum
nodes (i.e., repeaters) along the entanglement path can perform
quantum swapping to connect all these entanglement links and
establish an entanglement connection. During above procedure
to establish an entanglement connection between Alice and
Bob, one quantum channel over each quantum link along the
path will be consumed to distribute the Bell pair photons.
In addition, to store Bell pair photons, one unit of quantum
memory will be reserved at Alice and Bob, respectively, while
two units of quantum memory will be consumed at each and
every of the repeater along the entanglement path.

In this paper, we argue that though it is difficult to establish
a long entanglement connection by sending a photon from one
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end to the other, the success probability is not that low to create
an entanglement segment, which is a partial entanglement con-
nection over several quantum links (referred to as a physical
segment), by directly distributing a Bell pair of photons to the
two ends of a segment using all-optical switching, especially in
aroom size QDN. By connecting these entanglement segments
with quantum swapping, we can also establish entanglement
connections. Since entanglement segment is a more general
concept (and an entanglement link is a special case of an
entanglement segment), such an entanglement segment based
method brings a significant potential to improve the network
throughput. More specifically, it can save quantum memory,
the most precious resource in QDNs [8], at the intermediate
repeaters to create entanglement segments across several quan-
tum links via all-optical switching, and leave more quantum
resources to establish entanglement connections.

In this paper, we propose a Segmented Entanglement Es-
tablishment (SEE) approach to maximize the throughput of
QDNs. As in previous works [9, 10], we assume a QDN
works in a time slot fashion, and hence SEE maximizes the
number of entanglement connections that can be established
in each time slot. Given the topology, network resources, the
success probabilities associated with creating entanglement
segments through different physical segments, the success
probability to perform swapping at each repeater, as well as
a set of SD pairs, SEE will determine i). which entanglement
segments (over which physical segments) will be created; ii).
how to perform quantum swapping to connect the entangle-
ment segments successfully created and establish entanglement
connections. Since there are exponential combinations on how
to create entanglement segments; and for each entanglement
segment, there are multiple choices of its physical segments,
our problem is more challenging than existing entanglement
link based works [9, 10].

To solve above throughput maximization problem, SEE
first calculates which entanglement connections we should
try to establish for each SD pair, and then figures out the
entanglement segments to be created in order to establish the
desired entanglement connections. Based on the entanglement
segments that are created successfully, another efficient algo-
rithm is proposed to determine the way to perform quantum
swapping such that the network throughput can be maximized.
Extensive simulations show that SEE can increase the through-
put over the state-of-the-art technique by up to 100%.

As far as we know, SEE is the first work that integrate
all-optical switching and quantum swapping to maximize the
throughput of QDNs. The technical contributions of this paper
can be summarized as follows:

e Propose a novel approach named SEE to integrate the all-
optical switching capability and quantum swapping in order
to maximize the throughput of QDNs;

e Design several effective algorithms for SEE;

e Analyze the performance of the proposed algorithms and
show that a near-optimal performance can be achieved with
high probability.
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Fig. 1. Teleportation and entanglement connection establishment.

e Extensive simulations to demonstrate the superior perfor-
mance of the proposed SEE approach.

The remainder of the paper is organized as follows. In Sec-
tion II, we first present related background including related
work. Then, in Section III, the algorithm details in SEE are
discussed. Extensive simulations are conducted in Section IV
to show the superior performance of SEE. We conclude this
paper in Section V.

II. BACKGROUND

In this section, we first present some preliminary back-
ground of our work, including how a data qubit is teleported to
its destination, how to establish an entanglement connection,
and how to create entanglement segments. Based on the back-
ground, we motivate the design of SEE with an example. Then,
we briefly review some recent works on the entanglement
routing in quantum networks. At the end of this section, we
present a high-level overview of our work.

A. Teleportation and Entanglement Connection

To teleport a data qubit from Alice to Bob, an entanglement
connection (i.e., Alice and Bob each host one qubit from a
Bell pair) has to be established between them as shown in
the upper plot of Fig. 1(a). Then, Alice measures her two
qubits (i.e., the data qubit and the Bell pair photon), and sends
the measurement results to Bob through a classic network.
Based on the measurement results, Bob will perform some
unitary operation on his Bell pair photon. Such an operation
transfers the state of his photon to be the same as the data
qubit. After above operations, as shown in the lower plot of
Fig. 1(a), the entanglement between the two Bell pair photons
will be destroyed by the measurement. In addition, the state of
Alice’s data qubit will also collapse due to the measurement.
Accordingly, we can observe that i). the data qubit is not
physically sent to Bob; Alice only teleports the state of the
data qubit to Bob. ii). an entanglement connection can be used
to teleport one and only one data qubit.

To establish an entanglement connection between Alice and
Bob, Alice can generate an pair of entangled photons (called
Bell pair) using e.g., an Entangled Photon Source (EPS),
keep one of the photons to herself and send the other one
to Bob. This method is impractical when Alice and Bob are
far away from each other, since the photon will be lost on
its way to Bob with high probability. To solve this problem,
we can first generate multiple entanglement segments (similar
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to entanglement connection but not directly connect Alice and
Bob) to form an entanglement path, and then connect these en-
tanglement segments through swapping. As shown in the upper
plot of Fig. 1(b), there is an entanglement segment between
Alice and Repeater 1, and another entanglement segment
between Repeater 1 and Bob. To establish an entanglement
connection between Alice and Bob, Repeater 1 will perform
quantum swapping to connect these two entanglement seg-
ments. Through an entanglement path with more than 2 hops,
all intermediate repeaters can perform quantum swapping
simultaneously and we can connect all those entanglement
segments together to establish an entanglement connection.
It should be noted that the entanglement links in all previous
works [9]-[11] are in fact special entanglement segments. The
former should be created over single hop quantum links, while
the later can be created over a multi-hop physical segments.

B. Failure of Entanglement Segment Creation and Swapping

An entanglement segment cannot always be created suc-
cessfully. This may be due to following reasons: i). an EPS
may fail to generate a pair of entangled photons; ii). when
Alice sends a photon to Bob, due to the signal attenuation, the
photon may be lost during the transmission; and iii). when the
photon arrives at Bob’s side, Bob may fail to detect its arrival.
Actually, the success probability to generate an entanglement
segment over a single-model fiber for one attempt is about
2.18 x 1074 [12]. Though we can have multiple tries to create
such an entanglement segment, the success probability within
a time slot is still low according to the state of current
technology [9]-[11].

The quantum swapping operation may also fail. To perform
quantum swapping, Repeater 1 (in the upper plot of Fig. 1(b))
has to read out its two photons from the quantum memory,
and measure their states. Regardless of reading or measuring
the photons, Repeater 1 may encounter an error which will
result in a failure of establishing the entanglement connection.
However, the success probability of swapping would be much
higher than creating an entanglement segment. Usually, such
success probability will be larger than 0.9 [9, 13].

C. Alternate Ways to Generate Entanglement Segments

To create an entanglement segment, we have following three
alternate ways. The most intuitive way is that, as we discussed
above, one end of the entanglement segment generates a Bell
pair using an EPS, keeps one of them to itself, and sends
the remaining one to the other end. In previous works [9]—
[11], this operation is over single-hop quantum links. Note
that, with the help of all-optical switching, we can create
entanglement segments over multiple quantum links (i.e., a
physical segment). For example, as shown in Fig. 1, Repeater 1
can generate a Bell pair, and send one of the Bell pair photons
to Bob. Repeater 2 only needs to set up an all-optical switching
circuit to forward the photon to Bob, without detecting or
storing the photon or performing quantum swapping. This
method will benefit the QDN throughput in two folds: i).
when creating an entanglement segment over multiple links,
it does not consume quantum memory at the intermediate
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repeaters; ii). the intermediate nodes along a segment do
not need to perform quantum swapping, which promotes the
success probability to establish an entanglement segment.

In addition to the most intuitive way discussed above, an
EPS can be placed in the middle, i.e., inbetween the two
ends of the entanglement segment to be created, to reduce
the transmission error when it sends a Bell pair of photos.
EPS generates a Bell pair, and sends each of the photons to
one of the ends. When both ends of the entanglement segment
receive one of the Bell pair photons, they are entangled. Again,
take the case in Fig. 1 as an example, an EPS at Repeater 2
can generate a Bell pair, and send each of the photons to
Repeater 1 and Bob, respectively. Then, an entanglement
segment between Repeater 1 and Bob is created. Combined
with the all-optical switching, either Repeater 1 or Bob is not
necessarily physically connected with Repeater 2. Compared
with the most intuitive way discussed above, place the EPS
in the middle of the entanglement segment to be created can
reduce the distance a photon to be transmitted and increase
the success probability.

The last alternative is more costly in that it requires both
ends of an entanglement link having an EPS, and another
device to be placed in the middle, which can perform Bell
state measurement (BSM). Using this alternative, each end of
the entanglement segment generates a Bell pair, and keeps one
of the Bell pair photons and sends the other to the BSM device
in the middle. Once the BSM device performs measurement
successfully, an entanglement segment will be successfully
created. For example, Repeater 1 and Bob can generate a Bell
pair separately and each of them sends one of the Bell pair
photons to Repeater 2. If Repeater 2 successfully performs
a BSM, the Repeater 1 and Bob will be entangled. Again,
combined with all-optical switching, this method is able to
create entanglement segments over more than two physical
links. The benefit to create an entanglement link in this way is
that the repeater in the middle does not need to detect and store
the photons, which can significantly enhance the probability
to successfully create an entanglement segment.

Regardless of which method we adopt to create an entan-
glement segment, one unit of quantum memory is required at
each end of it to store the entangled photons. In addition, since
we need many attempts in order to create an entanglement
segment, one dedicated quantum channel, e.g., a wavelength,
will be reserved on all the quantum links that are used to create
such an entanglement segment. Compared with conventional
entanglement link based methods, we do not need to reserve
quantum memory at the intermediate nodes when creating
entanglement segments. In this paper, we do not focus on
the alternative adopted to create an entanglement segment.
If an entanglement segment is to be created, we assume the
alternative with largest success probability will be adopted.
D. A Motivation Example

As discussed in last subsection, we have multiple alterna-
tives to create entanglement segments. Under different envi-
ronments, e.g., length of physical segments and interference
from the environment, efc., these alternatives can achieve

Authorized licensed use limited to: University of Science & Technology of China. Downloaded on November 14,2022 at 07:45:18 UTC from IEEE Xplore. Restrictions apply.



Physical segments Success prob.
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(a) Topology.

entanglement links.

(b) Success probability to create

(c) Conventional solution.

(d) SEE solution.

Fig. 2. A motivation example (Solid black lines are the quantum links; green and red lines are the entanglement links created for SD pair (s1,d1) and
(s2,dz2), respectively. Dotted lines are the internal swapping operations to connect multiple entanglement links.).

different success probability by adopting different physical
routing and switching schemes. By carefully choosing these
alternatives, we will not only maximize the probability to
establish an entanglement segment, but also optimally utilize
the quantum resources, especially the quantum memory. Thus,
we will increase the number of entanglement connections
that can be established with limited quantum resources, i.e.,
increase the network throughput. Fig. 2 shows an example to
motivate our work on segmented entanglement establishment
via integrating quantum swapping and all-optical switching to
maximize the QDN throughput.

Fig. 2(a) shows the network topology of the motivation
example. In this network, r; and ro have 2 units of quantum
memory, while the remaining 4 node has only 1 unit of
quantum memory; every link carries only 1 quantum chan-
nel. In each time slot, the success probability to create an
entanglement link over any physical link is assumed to be 0.9,
and the swapping success probability at any node is also 0.9.
Fig. 2(b) shows the success probabilities to create different
entanglement segments.

In the motivation example, we would like to establish
entanglement connections for two SD pairs, i.e., (s1,d;) and
(s2,d2). With conventional method, namely, connecting single
hop entanglement links, we can establish at most one entangle-
ment connection due to the limitation of quantum memory. By
taking into consideration the success probability, the optimal
solution is shown in Fig. 2(c) which is able to establish an
entanglement connection through the path sy — r1 — da, with
the success probability 0.9% = 0.729. The expected number of
entanglement connections that can be established is 0.729.

With segmented entanglement establishment approach, we
can derive a solution as shown in Fig. 2(d). By creating an
entanglement segment over the segment so — r; — da, wWe
can save the quantum memory at node r1, which can be used
to host entanglement links (s1,7;) and (ry,d;) for the SD pair
(s1,d1). Then, r; will perform quantum swapping to establish
an entanglement connection between r1 and d;. With the solu-
tion shown in Fig. 2(d), the expected number of entanglement
connections that can be established is 1x0.84-1x0.689 = 1.489,
which outperforms the conventional method by 2x.

In this example, it can be observed that with segmented
entanglement establishment approach that integrates all-optical
switching and quantum swapping, we can not only increase
the probability to establish entanglement connections, but also
save quantum memory which enables us to establish more
entanglement connections.
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E. Previous Works

For many decades, quantum networks have been proposed
for Quantum Key Distribution (QKD) systems [1]-[3, 5], and
several real QKD systems have been built around the world,
including the US, Europe, Japan, and China [3]-[6]. QKD
network is fundamentally different from QDNs since it is
used only to establish a shared encryption key between two
(classical) computers, and the data in a QKD network is still
sent as classic bits. However, a QDN is used to deliver the
accurate state of gbits. Due to the no-clone theory [7], we
cannot keep a copy of any qubit for retransmission purpose in
case that the data qubit is lost during transmission. Once data
loss happens, we will not be able to recovery the data to be
transmitted. Accordingly, reliability is a critical issue in QDN.

Teleportation can significantly improve the qubit transmis-
sion reliability and is widely adopted by QDNs. To improve
the throughput of a QDN based on teleportation, we have to
maximize the number of entanglement connections that can
be established. Early works in this area discussed how to
fully utilize the quantum resources to maximize the number of
established entanglement connections on some specific types
of topology, such as diamond topology [14], ring or sphere
topologies [15], star topology [16], and chain topology [17].
After that, [18] and [19] were proposed to establish entan-
glement connections on a general topology. However, both of
them assume the entanglement links have been successfully
created and only focus on how to connect the existing entan-
glement links to form entanglement connections.

The most recent work [9] and [10] considered how to
create the entanglement links with limited quantum resources
and how to perform quantum swapping to establish entan-
glement connections. They also took in to consideration the
success probability to create entanglement links and perform
swapping. However, neither of them considered the alternative
based on entanglement segments. [11] is another representa-
tive to establish entanglement connections. This work mainly
focused on how to physically create the entanglement links
and perform swapping, such that the probability to establish
an entanglement connection can be maximized.

F. SEE in a Nutshell

Motivated by the superior performance of REPS [10], we
assume SEE works in a time-synchronous network operating
in time slots, and it also provisions redundant entanglement to
deal with the entanglement link failure. Since an entanglement
segment would cross multiple quantum links, different from
entanglement links in [10], entanglement segments connecting
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the same two ends may be created over different physical
segments. For example, on the topology shown in Fig. 2(a), if
we want to create two entanglement segments connecting so
and ds, one of them may go through so — r1 — da, while the
other one may go through sy — r1 — 72 — da.

In SEE, a central controller maintains all the basic network
information, such as the network topology, quantum resources
at each node and link, the success probability of swapping on
each node, and especially the success probabilities of creating
entanglement segments over different physical segments.

With above information, SEE will teleport a batch of data
qubits in a time slot through following four steps, which is
different from those in [10]:

i). The central controller collects the information about the SD
pairs and determines the optimal set of entanglement segments
that are to be created. For each entanglement segment, in
addition to its two ends, the central controller should also
figure out the physical segment to create it. Some of these
entanglement segments will be used as backups.

ii). The central controller notifies the corresponding nodes
to reserve quantum memory, generate Bell pairs, set up all-
optical switching circuits, and send out photons, in order to
create entanglement segments, though not all the entanglement
segments can be created successfully.

iii). Every node reports back the successfully created en-
tanglement segments. Based on this information, the central
controller will try to figure out how to perform the swapping
operation to establish entanglement connections.

iv). Corresponding nodes (i.e., the destination node of every
entanglement connection) report the swapping result to the
source node. If all related swapping operations associated with
an entanglement path succeeds, the source node can teleport
data qubits to their destination.

Apparently, the key steps in SEE are the first and third
steps where the central controller has to determine how to
create entanglement segments and how to connect the success-
fully created entanglement segments to establish entanglement
connections. In the next section, we will describe these two
algorithms in detail.

III. SEE DESIGN

In this section, we first formulate the problem to be solved
in Section III-A, and then design efficient algorithms to
solve the formulation in Section III-B. Theoretical analysis
on the proposed algorithms will be presented in Section III-C.
For clear presentation, the notations used in this section are
summarized in Tab. 1.

A. Problem Formulation

In this section, we formulate the problem to maximize the
network throughput in terms of the number of entanglement
connections that can be established in each time slot. The
formulation is shown in (1). Compared with the formulation in
[10], we directly determine if each entanglement connection
should be established or not without estimating the number
of entanglement connections that should be established for
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TABLE I
NOTATION LIST

Parameters  Description

(V,E) Network topology. V is the set of quantum nodes, while
E is the set of quantum links.

Si Source node of 3" SD pair.

d; Destination node of i¢* SD pair.

Cuv Number of quantum channels over link (u,v) € E

pE, Success probability of creating an entanglement link (u, v)
over the k*" segment between u and v.

Moy Quantum memory size at node u.

qu Success probability of a quantum swapping operation at
node w.

N; The number of entanglement connections we are trying to
establish for SD pair 3.

ng 0 < n; < N;. The index of an entanglement connection
we are trying to establish for SD pair i. We also use n;
to refer to the nih entanglement connection established for
SD pair ¢. Without ambiguity, we may ignore the subscript.

kv The number of physical segments over which we can create
entanglement link (u,v).

ck, The k! physical segments to create entanglement link
(u,v).

Variables Description

f(u,v) Binary variable indicating if or not an entanglement link
(u,v) is used to establish the nt’* entanglement connection
for SD pair .

t Binary variable indicating if or not the n*" entanglement
connection for SD pair ¢ will be established.

xk, Number of entanglement link (u,v) that will be created

through the kt" segment between « and v.

each SD pair. Accordingly, the variables to formulate the
entanglement path f;*(u,v) are binary variable, rather than
integer variables, which will benefit our algorithm design (see
details in Section III-B).

max Zth H

Subject to: '
Zf,n(u,v)—zjﬂn(v,u):t?, Vu:siv nSNZ (la)
> fuv) = > flvu) =~ Yu=d;, n<N; (1b)
DO ww) = > M (0,u) =0, Vu# sidi, n<N; o (le)
ST ) + [ 0,w)] £ pletoy/Gute, Yu,o (1d)

%,Mn k
> zhy < cij, V(i,5) € E (le)

u,v,k:(i,5)€CE,
> by < ma, Vu (1)
v,k

> t;”rl, Vi,n < n; (1g)
T(u,v), 7 €{0,1}, zhy € N (1h)

The objective of (1) is to maximize the number of entan-
glement connections that will be established. The first three
constraints, i.e., (la)—(1c), are flow conservation constraints
which should be held in all the routing related problems. Con-
straint (1d) states that the number of entanglement segments
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from node u to node v used by all the SD pairs to establish
entanglement connections cannot exceed the expected number
of entanglement segments that can be created. It should be
noted that in this constraints, i). v and v could be multiple
hops away from each other and each entanglement segment
can be created over either of the k., physical segments we
have prepared for it; ii). we apportion the success probability
of quantum swapping operations to the incident entanglement
segments [10]. (le) says that the number of entanglement
segments that we are trying to create going through quantum
link (u,v) must be less than or equal to the number of quantum
channels carried by (u,v). To create an entanglement segment
that incidents upon node u, one quantum memory is required.
Constraint (1f) states that the number of entanglement seg-
ments incident on node » cannot exceed its quantum memory
size. Constraint (lg) is an auxiliary constraint to limit the
solution space and reduce the problem complexity. Given an
entanglement path, we can assign it an arbitrary index, which
significantly increases the solution space without bringing any
benefit to improve the objective. This constraint can limit an
entanglement path to be built unless all the entanglement paths
labeled by a smaller index have been built. (14) states that the
number of entanglements on every edge to be integral.

The problem (1) is difficult to solve due to the integral
natural of the variables. In fact, we have following theorem.

Theorem 1. The problem formulated in (1) is NP-hard.

Proof: By setting the success probability to create an en-
tanglement segment over multi-hop physical segments to be 0,
the success probability to create an entanglement segment over
single-hop quantum links to be 1, and the success probability
of quantum swapping operation to be 1, the problem in (1) will
be reduced to a classic integer multi-commodity flow problem,
which is a well-know NP-hard problem [20]. |

Due to the complexity of the proposed problem, we will
design efficient algorithms to solve it in the next subsection.

B. Algorithm Design

In this subsection, we will propose a series of algorithms
to solve the problem formulated in last subsection. At first,
we will derive a set of entanglement paths to establish the
entanglement connections with Entanglement Path Identifi-
cation (EPI) algorithm. To establish as many entanglement
connections as possible according to the entanglement paths
identified by Algorithm EPI, Entanglement Segment Cre-
ation (ESC) algorithm is leveraged to determine how many
entanglement segments will be created over each physical
segment. Since some of the entanglement segments cannot be
successfully created, Entanglement Connection Establishment
(ECE) algorithm is proposed to determine how to establish
entanglement connections by connecting the entanglement
segments successfully created.

1) Entanglement Path Identification (EPI): The entangle-
ment paths identified by solving (1) will maximize the network
throughput. However, (1) is difficult to solve. Accordingly, we
propose an Entanglement Path Identification (EPI) algorithm
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Algorithm 1: Entanglement Path Identification (EPI)
Based on Randomized Rounding
Input: The formulation of (1)
1: Step 1: Solving the Relaxed Formulation
2: Construct a linear program by relaxing the integral
constraints (1h) as fj*(u,v) € [0,1], t* € [0,1], and
zhy >0
3: Solve the LP and obtain the optimal solutions { f7*(u,v)}
and {17}
4: Step 2: Identify entanglement paths via randomized
rounding
5. Set " = 1 with the probability ¢
6: for All n; such that ¢ =1 do
7. Calculate the set of paths traversed by the entangle-
ment connection n; according to {f7(u,v)}
8.  Say the path set is {Pg)}, Pr(;) also denotes the
fraction of flow going through the corresponding path
9:  Select one path P\") with probability P") /&7
10: St fI'(u,v) « 1 for all (u,v) € P and f7"(u,v) «
0 for all (u,v) ¢ P
end for
return f;(u,v) and ¢}

11:
12:

based on randomized rounding to derive a near-optimal so-
Iution. The basic idea of Algorithm EPI can be summarized
as follows: we first relax the integral constraint of (1), and
solve the derived linear programming (LP) model. Then, we
derive a solution to (1) based on the solution of this LP via
randomized rounding. The details of this algorithm are shown
in Algorithm 1.

This algorithm contains two steps. In the first step (Lines 1—
3), we relax the Problem 1 and solve it. The solution of the
relaxed model is usually infeasible to Problem 1 due to two
reasons: i). an entanglement path may not be fully satisfied,
i.e., 0 < ¢} < 1;and ii). an entanglement path will be split onto
multiple paths, i.e., 0 < f/*(u,v) < 1. Algorithm EPI solves
these two problems in Step 2. At first, it figures out which
entanglement paths will be built up (Line 5), i.e., rounds ¢}
to be a binary value, and then indicates the corresponding
concrete path (Lines 6-11), i.e., round f;*(u,v) to be a binary
value. The first rounding is based on how much fraction of
each corresponding entanglement path is satisfied according
to the LP solution, while the second rounding is based on the
fraction of the entanglement path carried by different paths.

We will show the effectiveness of Algorithm EPI in terms of
its ability to achieve optimal throughput and produce feasible
entanglement paths using theorems in Section III-C.

2) Entanglement Segment Creation (ESC): With random-
ized rounding, we cannot ensure the entanglement paths
derived by Algorithm EPI are feasible solutions to (1). In
addition, Algorithm EPI only specifies the entanglement seg-
ments that will be created to establish each entanglement
connection, but not how many entanglement segments should
be created over different physical segments and how to connect
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Algorithm 2: Entanglement Segment Creation (ESC)
Algorithm

Algorithm 3: Entanglement Connection Establishment
(ECE) Algorithm

Input: The set of entanglement paths identified by Algo-

rithm ESC T

1: Reorder all the entanglement paths

2: Initialize the number of entanglement segments created
over each physical segment 2%, < 0, and the set of
all the entanglement paths for which we have allocated
quantum resources D «+ ¢

3: for Any path p € T do

4 D+ DUp

5:  for Any entanglement segment (u,v) € p do

6: Assign minimum quantum resources on segment
(u,v) such that 3 e p Iy ep < S Pl

7: Update the quantum resource assignment z%,,

8: if qunatum resources are not enough then

9: Release all the quantum resources assigned for

p, D« D/p

10: break;

11: end if

12 end for

13: end for

14: return {zf,} and D

the successfully created entanglement segments to establish
entanglement connections. We will propose Entanglement Seg-
ment Creation (ESC) algorithm and Entanglement Connection
Establishment (ECE) algorithm to address these two issues,
respectively. The goals of Algorithm ESC are that i). establish
as many entanglement connections identified by Algorithm
EPI (Say the set of entanglement paths identified by Algorithm
EPI is T) as possible; and ii). pursue the fairness among
all the SD pairs. To pursue the first goal, we first reserve
quantum resources to the entanglement paths with fewer hops,
and use the physical segments that have higher probability to
successfully create entanglement segments directly with all-
optical switching of a Bell pair photon (rather than using
quantum swapping). For the second goal, we reserve quantum
resources to each SD pairs following round robin principle.
Following the line of these thoughts, we propose the Algorithm
ESC shown in Algorithm 2.

In Line 1, Algorithm ESC first sorts all the entanglement
paths in the increasing order of path length (entanglement
segment number first and then physical hop number). This is to
increase the network throughput since the entanglement paths
with fewer hops will require less quantum resources. Then,
with the equal path length, all the entanglement paths will be
ordered based on round robin with respect to SD pairs in order
to pursue the fairness among all SD pairs. In Lines 3-13, we
reserve quantum resources along each path p € T to ensure
that the expected number of entanglement segments that can be
created will be enough to build all the entanglement paths for
which we have already reserved resources (Line 6). To save the
quantum resource, i.e., minimize the number of entanglement

51

Input: The number of entanglement segments successfully
created over each segment {eu,}, the set of entan-
glement paths for which we have reserved enough
quantum resources D, and the set of entanglement paths
identified by Algorithm ESC T

1: Initialize O + @

2: for Any entanglement path p € D do

3:  if eyy > 1 for all (u,v) € p then

4: euv + euy — 1 for all (u,v) €p, O+~ OUp

5. end if

6: end for

7: Initialize an auxiliary graph G = (V, S), where S is the
set of all entanglement segments successfully created

8: Set the weight of each node u € V as —Ingqy,

9: while More entanglement connections can be estab-
lished do

10.  for Any SD pair ¢ with fewer than N; entanglement

connections in O do
11: Set the weight of an edge (u,v) to be 1077 if ey >
1, and 10% if eyy =0
12: Find the shortest path from s; to d;, say the path
is p

13: euv + euy — 1 for all (u,v) €p, O+~ OUp

14:  end for

15: end while

16: return O

segments that we are trying to create, the physical segments
with higher probability to create an entanglement segment will
be used first. It should be noted that if we cannot assign
enough resources to an entanglement path, all the quantum
resources reserved for this entanglement path should be re-
leased (Line 9). When all the entanglement paths have been
traversed, Algorithm ESC returns the number of entanglement
segments we will try to create over each physical segment
and the set of entanglement paths for which we have reversed
enough quantum resources.

3) Entanglement Connection Establishment (ECE): Algo-
rithm ESC tells us how many entanglement segments will be
created over different physical segments. However, we should
note that only part of these entanglement segments will be
created successfully, and we still have to determine how to
perform quantum swapping to establish the entanglement con-
nections. To this end, we propose Entanglement Connection
Establishment (ECE) algorithm as shown in Algorithm 3.

The input of Algorithm ECE is the entanglement segments
that are successfully created in the second step of each time
slot, euy. It should be noted that when an entanglement
segment is created, we do not care about the physical segment
over which it was created. Based eyy, Algorithm ECE first
assigns the created entanglement segments to the entangle-
ment paths in D, i.e., the entanglement paths for which
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we have reserved enough quantum resources (Lines 2-6).
On the one hand, since some of the entanglement segments
may fail to be created, we may not be able to build all the
entanglement paths in D. As a result, there may leave some
entanglement segments. On the other hand, we may create
more entanglement segments than we expect since we have
created some redundant entanglement segments in case some
of the entanglement segments may fail to be created. It will
also leave some entanglement segments that are successfully
created but cannot be used by the entanglement paths in D.
Accordingly, Algorithm ECE leverages these entanglement
segments to establish more connections and improve the
network throughput (Lines 9-15). To this end, Algorithm ECE
first constructs an auxiliary graph on which the vertexes repre-
sent the repeaters while each edge stands for an entanglement
segment (Line 7). Then, the weight of each vertex u is set
to be —Ing, (Line 8), and the weight of each edge is set
to be a small number (10~° in Algorithm ECE) if there are
still remaining corresponding entanglement segments, while a
large number (10° in Algorithm ECE) if all corresponding
entanglement segments are assigned to some entanglement
paths (Line 11). In this way, maximizing the probability to
establish an entanglement connection is equivalent to minimize
the length of the corresponding entanglement path from Alice
to Bob (Line 12). Algorithm ECE will end when it cannot
find out more entanglement paths based on the remaining
entanglement segments in the network.

C. Algorithm Analysis
This section analyze the efficiency of Algorithm EPI.

Theorem 2. Suppose Oy p is the optimal objective value to the
relaxed version of formulation (1), while O o1 ¢ is the objective
value achieved by Algorithm EPI, then we have PrlOrc <
(1—€)Opp] < e OLP/2,

Proof: According to Algorithm EPI, we have E[t}'] =
LU T 0 (1) = ' Then, E[Oarc] = ¥, 3, Elt}] =
St Orp. Based on Chernoff Bound, we know
PriOsrc < (1 — E[OaLg]] < e <FlOaLcl/2. Combining
above discussions, we conclude Pr[Oarpg < (1 — €)Opp| <
e—OLp/2 m
Let yuv be the number of entanglement segments (u,v) we
are trying to create and Cuy = U,CE,we have

2
Theorem 3. Pr(3°, . iec,, Yuv = (1+€)cs]] < e~ TFecii/?
for all quantum link (u,v) € E

This theorem shows that the solution derived by Algorithm
EPI will satisfy the link capacity constraint with a high
probability.

Proof: According to Algorithm EPI, we know f;*(u,v)
would be set to 1 with the probability &' x fI*(u,v)/t?
fMu,v). So we have E[f(u,v)] 1 x fMu,v) + 0 x
(1 — fI(u,v)) fM(u,v). The expected number of en-
tanglement segment (u,v) that can be created successfully
is 3, B w0)] + Bl u)] = 5, w) +
fzn(v’u)} < Zk pﬁviﬁvv quqv-

52

From the definition of yuv, we have >, vyuov

Zi Zn[fzn(u7v) +f;l(vau)] < kaﬁviﬁv\/quqv- Since pﬁv <
Lgu < 1and g < 1, we know 32, . yecy, Yuv <

D Yuv < g %fj < ¢;;. Based on the Chernoff Bound, we

52 L.
have Pr(3°, i i)ecu, Yuv = (1 +€)cij]] < e~ TFeCii /2. -
E2
Theorem 4. Pri>°, yuv > (1 + €)qu] < e TFN/2 for all
quantum node v € V.

Proof: The proof of Theorem 4 is similar to that of

Theorem 3. Due to space limitations, we omit it here. [ |

Theorem 4 shows that the quantum memory capacity can
be satisfied with a high probability.

D. Discussions

Physical segments to create entanglement links: In SEE, we
have to prepare several physical segments to create each spe-
cific entanglement segment. The more physical segments we
prepared for each entanglement segment, the better solution,
i.e., the higher network throughput, we will expect to achieve.
However, it will significantly increase the problem complexity
when we increase the number of physical segments prepared
for entanglement segment. In SEE, we will find out K physical
segments for every node pair with Yen’s algorithm [21].
However, the segments consist of too many hops or with
a low probability to create an entanglement segment will
be removed. This is to reduce the time complexity of our
algorithms.

Time complexity: Though SEE can leverage the same algo-
rithms in REPS to calculate how many entanglement segments
should be created over each physical segment, it will incur
an extremely large time complexity as there are much more
physical segments than physical links in a network. In addition,
REPS uses progressive rounding to determine the number
of entanglement segments that should be created over each
physical segment. With this method, we have to solve plenty of
LP models, though the scale of LP models will decrease with
the progress of the algorithm, it is still time consuming when
there are lots of quantum links in the network. Accordingly,
we design a set of new algorithms for SEE, in which the
LP model will be solved for only once. Since we introduce
larger search space into the SEE by creating entanglement
segments through different physical segments, we will see in
the simulations that SEE outperforms REPS by 2x in term of
the network throughput.

IV. PERFORMANCE EVALUATION

In this section, we evaluate the performance of SEE through
extensive simulations using a custom in-house simulator built
on Python. The LP solver used in our simulator is PuLP.
Simulations involve randomly generated networks with a cer-
tain amount of quantum resources, a set of randomly chosen
SD pairs and success probabilities of creating entanglement
segments and quantum swapping. For the network throughput
(measured in qubits per time slot, i.e., gbps) shown in the
simulations, each data is averaged by 100 trails. Since the SD
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Fig. 3. How link capacity impacts network throughput.

pairs and network topology in different trails are different,
it is not reasonable to show the CDF of average throughput.
Accordingly, the throughput CDFs, which show the throughput
distributions among all SD pairs, are randomly picked up from
one trail. Hereby, in the following figures, the sum of each
SD pair’s throughput (in Figs. x(b) & x(c)) is not equal to the
network throughput (in Fig. x(a)).

A. Simulation Methodology

Network Topology Generation. As in [10], we randomly
place a given number of nodes into a 10,000 km by 10,000 km
square area. Quantum links are determined following the
Waxman model [22]. On the generated topology, we prepare
several physical segments for each node pair. The success
probability to create an entanglement segment (u,v) over the
k" physical segment between node  and v is [19]

. _ 1k
Pﬁv =€ o +4

(©))

where £, is the length (measured in kilometers) of the
corresponding segments and ¢ is a random variable uniformly
distributed on [—0.05, 0.05].

Default Parameters. In the default settings, there are 200
nodes and 20 SD pairs in the network. The success probability
for quantum swapping is 0.9 [9, 10]; the number of quantum
channels supported by each edge is 3; and the parameter that
determines the success probability to create an entanglement
link, i.e., a in (2), is 0.0002, with which, the average external
link success probability is about 0.8. By default, there are 10
units of quantum memory hosted by each quantum node.
Comparison Scheme. We compare SEE with two entangle-
ment establishment schemes. One is REPS, which is the state-
of-the-art technique. The other is to establish entanglement
connections only by all-optical switching, which is labeled
as E2E in all figures. In fact, REPS and E2E are the two
extreme cases of SEE. The former one only uses the quantum
swapping, while the later only uses all-optical switching.

B. Evaluation Results

Main observations. From our simulations, we observe that
SEE outperforms REPS and E2E by up to 100% and 180%,
respectively, in throughput. E2E performs the worst since it
is difficult to establish an entanglement for a SD pair far
away from each other via only all-optical switching. Compared
with REPS, SEE can leverage all-optical switching to create
longer (but not too long) entanglement segments and save
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the quantum memory resources. Though this will result in
a smaller probability to create an entanglement segment, it
enables us trying to create more entanglement segments. Even
if it is not resource efficient to try to create entanglement
segments over a multi-hop physical segments, it is still an
option to create entanglement links and connects them via
quantum swapping. Accordingly, SEE is the most feasible
scheme to optimize the QDN throughput.

Effect of physical link capacity. We keep the default parame-
ter settings, expect the capacity of each link varying from 2 to
7. The simulation results are shown in Fig. 3. From Fig. 3(a),
we can observe that the SEE outperforms REPS and E2E
by 27.27% — 55.17% and 58.62% — 180.00%, respectively.
The network throughput increases with the link capacity
regardless of which algorithm is adopted. This is intuitive
since larger link capacity provides more resources to establish
entanglement connections. However, when the capacity of
each physical link exceeds 4, the network throughput will
only slightly increase with the link capacity since the system
bottleneck becomes the amount of quantum memory.

Figs. 3(b)&3(c) show the throughput CDF of all SD pairs
when the link capacity is 2 and 7, respectively. From these
figures, we can see that with SEE, more SD pairs will achieve
a higher throughput, and the largest throughput that can be
achieved with SEE is also larger than other two algorithms.
This coincides with the observation that SEE will achieve a
higher throughput than REPS and E2E.

Effect of entanglement segment success probability. To
investigate how the success probability affects the performance
of SEE, we vary the « in (2) from 1 x 107% to 5 x 10~% and
show the simulation results in Fig. 4. Generally, the larger the
« is, the smaller the success probability it will be to create
an entanglement segment, and so will the network throughput
be. In Fig. 4(a), with the varying of the success probability to
create an entanglement segment, SEE will achieve a network
throughput 30.77% — 100.00% and 45.16% — 177.17% higher
than that with REPS and E2E, respectively. Besides, with the
decrease of the success probability to create an entanglement
segment, the network throughput achieved by SEE decreases
much faster than that achieved by other two algorithms, and
finally, the performance of SEE will degrade to be the same
as REPS. This is because that with the increase of « in (2), it
will be more difficult to create an entanglement segment over
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Fig. 7. How the workload impacts network throughput.

a long segment. Therefore, fewer entanglement segments will
be created via multi-hop physical segments. Thus, SEE will
converge to solution similar to REPS. This is also verified in
Figs. 4(b)&4(c). In Fig. 4(c), the throughput CDF curves of
SEE and REPS is closer to each other than that in Fig. 4(b).
Effect of quantum swapping success probability. Fig. 5
shows how the quantum swapping success probability affects
the performance of SEE. In Fig. 5(a), we can see that though
the network throughput will increase with the quantum swap-
ping success probability with SEE and REPS, the increase rate
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will be slower and slower. This is because when the swapping
success probability is large enough, the main ingredient deter-
mines the network throughput is the number of entanglement
segments (and the entanglement paths accordingly) that can be
created. In addition, the quantum swapping success probability
almost does not impact the network throughput with E2E since
it does not use the quantum swapping to connect multiple
entanglement segments. The most interesting observation is
that when the success probability of quantum swapping is
smaller than 0.6 in our simulations, the E2E outperforms REPS



as it is difficult for REPS to connect entanglement segments
with quantum swapping. In this case, all-optical switching
would be the better option to establish long entanglements.
Effect of network scale. We evaluate the scalability of SEE
by varying the number of nodes from 100 to 500. Fig. 6
shows how the throughput changes with the network scale.
Generally, SEE outperforms RESP and E2E by 35.90% -
80.00% and 124.62% — 280.00%, respectively. The network
throughput will become larger with the increase of the network
scale. This is because that there will be more resources to
support generating more entanglements and also we will be
able to prepare more physical segments to create entanglement
segments. Compare Fig. 6(b) with Fig. 6(c), we can see that
with more resources and available physical segments to create
entanglement segments, the throughput of each SD pair will
also significantly increase. In a network with 100 nodes, an
SD pair can establish at most 5 entanglement connections in
each time slot, while some SD pairs can establish up to 10
entanglement connections in each time slot in a network with
500 nodes.
Effect of number of SD pairs. When the number of SD
pairs in the network varies from 10 to 50, the throughput
under different schemes are shown in Fig. 7. In this figure,
we can see that the network throughput first significantly
increases with the number of SD pairs, and then increases in a
slower pace. This is because that there are resource contentions
among different SD pairs when the network suffers a heavy
workload. However, from Figs. 7(b)& 7(c), we can see that
the largest throughput that can be achieved by an SD pair
will not significantly affected by the workload, since this is
mainly determined by the maximum amount of resources that
can be allocated to an SD pair, which is mainly determined
by the network topology and has only slight relationship with
the number of SD pairs in the network.

V. CONCLUSIONS

SEE is a framework which optimizes the throughput of
Quantum Data Networks (QDNs) by deploying segmented en-
tanglement establishment which integrates all-optical switch-
ing and quantum swapping. To the best of our knowledge,
SEE is the first work that introduces segmented entanglement
establishment into QDNs. We have formulated the throughput
maximization problem and proposed efficient algorithms to
slove it. Through extensive simulations, we demonstrate that
SEE works well in networks with different features, i.e.,
the success probability to create entanglement segments, the
success probability to perform quantum swapping, the network
scale, etc.., and preserves remarkable performance advantages
over the quantum-swapping-only or all-optical-switching-only
solutions.
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